Autodesk® AutoCAD® Code Execution Vulnerability —

Security Hotfix Readme

Thank you for downloading this security Hotfix.

This readme contains the latest information regarding the installation and use of this hotfix.
It is strongly recommended that you read this entire document before you apply this hotfix
to your product.

For reference, please save this document to your hard drive or print a copy.
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Affected Products

This hotfix applies to the following products:

AutoCAD Architecture 2011 Update 2
AutoCAD Architecture 2012 Service Pack 2
AutoCAD Architecture 2013 Service Pack 2

Autodesk AutoCAD Architecture 2014

AutoCAD 2011 Update 2
AutoCAD 2012 Service Pack 2
AutoCAD 2013 Service Pack 2

Autodesk AutoCAD 2014

AutoCAD Electrical 2011 Update 2

AutoCAD Electrical 2012 Service Pack 1

AutoCAD Electrical 2013 Service Pack 2




Autodesk AutoCAD Electrical 2014

AutoCAD LT 2011

Update 2

AutoCAD LT 2012

Service Pack 2

AutoCAD LT 2013

Service Pack 2

Autodesk AutoCAD LT 2014

AutoCAD Mechanical 2011

Update 2

AutoCAD Mechanical 2012

Service Pack 2

AutoCAD Mechanical 2013

Service Pack 2

Autodesk AutoCAD Mechanical 2014

AutoCAD Structural Detailing 2011

Service Pack 3

AutoCAD Structural Detailing 2012

Service Pack 4

AutoCAD Structural Detailing 2013

Service Pack 2

Autodesk AutoCAD Structural Detailing 2014

AutoCAD Utility Design 2012 R2
Autodesk AutoCAD Utility Design 2014
AutoCAD Civil 3D 2011 Update 2

AutoCAD Civil 3D 2012

Service Pack 2.1

AutoCAD Civil 3D 2013

Service Pack 2.0

Autodesk AutoCAD Civil 3D 2014

AutoCAD ecscad 2011

Update 2

AutoCAD ecscad 2012

Service Pack 1

AutoCAD ecscad 2013

Service Pack 2

Autodesk AutoCAD ecscad 2014

AutoCAD Map 3D 2011

Update 2

AutoCAD Map 3D 2012

Service Pack 2




AutoCAD Map 3D 2013 Service Pack 2

Autodesk AutoCAD Map 3D 2014

AutoCAD MEP 2011 Update 2
AutoCAD MEP 2012 Service Pack 2
AutoCAD MEP 2013 Service Pack 2

Autodesk AutoCAD MEP 2014

AutoCAD Plant 3D 2011 Service Pack 1
AutoCAD Plant 3D 2012 Service Pack 2
AutoCAD Plant 3D 2013 Service Pack 2

Autodesk AutoCAD Plant 3D 2014

AutoCAD P&ID 2011 Service Pack 1
AutoCAD P&ID 2012 Service Pack 2
AutoCAD P&ID 2013 Service Pack 2

Autodesk AutoCAD P&ID 2014

DWG TrueView 2011

DWG TrueView 2012

DWG TrueView 2013

Autodesk DWG TrueView 2014

Issues Resolved by This Update

This hot fix addresses a vulnerability that could lead to an arbitrary code execution when
loading specifically crafted DWG files. The vulnerability has a Common Vulnerabilities
Exposure (CVE) ID CVE-2013-3665. For more information, please visit the CVE dictionary at
http://cve.mitre.org.

Installation Instructions

You must have administrative privileges on your Microsoft® Windows® operating system to
complete the installation process.


http://cve.mitre.org/

1. Make sure that your Autodesk applications are up-to-date with any service
packs or updates.

Close all open software applications.

Download the Hotfix (CodeExecutionVulnerabilityHotfix.exe) to your desktop.
Double-click on the application. This will launch the tool and automatically update
Autodesk software on your machine.
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