Autodesk Moldflow Insight Web Services 2012

User Network
Requirements for Autodesk
Moldflow Insight WS

Y,
7
L

O
O

=

<




Revision 01, 25 August 2011.
Autodesk® Moldflow® Insight Web Services

© 2011 Autodesk, Inc. All rights reserved. Except as otherwise permitted by Autodesk, Inc., this publication, or parts thereof, may
not be reproduced in any form, by any method, for any purpose.

Certain materials included in this publication are reprinted with the permission of the copyright holder.
Trademarks

The following are registered trademarks or trademarks of Autodesk, Inc., and/or its subsidiaries and/or affiliates in the USA and other
countries: 3DEC (design/logo), 3December, 3December.com, 3ds Max, Algor, Alias, Alias (swirl design/logo), AliasStudio,
Alias|Wavefront (design/logo), ATC, AUGI, AutoCAD, AutoCAD Learning Assistance, AutoCAD LT, AutoCAD Simulator, AutoCAD
SQL Extension, AutoCAD SQL Interface, Autodesk, Autodesk Intent, Autodesk Inventor, Autodesk MapGuide, Autodesk Streamline,
AutoLISP, AutoSnap, AutoSketch, AutoTrack, Backburner, Backdraft, Beast, Built with ObjectARX (logo), Burn, Buzzsaw, CAICE,
Civil 3D, Cleaner, Cleaner Central, ClearScale, Colour Warper, Combustion, Communication Specification, Constructware, Content
Explorer, Dancing Baby (image), DesignCenter, Design Doctor, Designer's Toolkit, DesignKids, DesignProf, DesignServer, DesignStudio,
Design Web Format, Discreet, DWF, DWG, DWG (logo), DWG Extreme, DWG TrueConvert, DWG TrueView, DXF, Ecotect, Exposure,
Extending the Design Team, Face Robot, FBX, Fempro, Fire, Flame, Flare, Flint, FMDesktop, Freewheel, GDX Driver, Green Building
Studio, Heads-up Design, Heidi, HumanlIK, IDEA Server, i-drop, llluminate Labs AB (design/logo), ImageModeler, iMOUT, Incinerator,
Inferno, Inventor, Inventor LT, Kynapse, Kynogon, LandXplorer, LiquidLight, LiquidLight (design/logo), Lustre, MatchMover, Maya,
Mechanical Desktop, Moldflow, Moldflow Plastics Advisers, MPI, Moldflow Plastics Insight, Moldflow Plastics Xpert, Moondust,
MotionBuilder, Movimento, MPA, MPA (design/logo), MPX, MPX (design/logo), Mudbox, Multi-Master Editing, Navisworks, ObjectARX,
ObjectDBX, Opticore, Pipeplus, PolarSnap, Portfoliowall, Powered with Autodesk Technology, Productstream, ProMaterials,
RasterDWG, RealDWG, Real-time Roto, Recognize, Render Queue, Retimer, Reveal, Revit, RiverCAD, Robot, Showcase, Show
Me, ShowMotion, SketchBook, Smoke, Softimage, Softimage|XSI (design/logo), Sparks, SteeringWheels, Stitcher, Stone, StormNET,
StudioTools, ToolClip, Topobase, Toxik, TrustedDWG, U-Vis, ViewCube, Visual, Visual LISP, Volo, Vtour, WaterNetworks, Wire,
Wiretap, WiretapCentral, XSI.

All other brand names, product names or trademarks belong to their respective holders.
Disclaimer

THIS PUBLICATION AND THE INFORMATION CONTAINED HEREIN IS MADE AVAILABLE BY AUTODESK, INC. "AS IS."
AUTODESK, INC. DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE REGARDING THESE MATERIALS.

Published by:
Autodesk, Inc.

111 Mclnnis Parkway
San Rafael, CA 94903, USA



Network Requirements for
Autodesk Moldflow Insight
WS

Autodesk Moldflow Insight WS connects to servers on the Internet to upload study files, download
results, and schedule analyses. If these connections are blocked or interfered with by firewalls and
proxies, Moldflow Inisght WS cannot run analyses.

All connections use secure HTTP, the same as most Internet Banking sites. The connection
is encrypted end-to-end to prevent eavesdropping. Study files and results are unencrypted
only on the cloud machines storing the files and performing the analyses.

The following tables list the remote machines which are contacted by Moldflow Inisght WS.
You or your network administrator need to open these entries on your site firewall to allow
these connections. All connections are over IPv4.

Table 1: Required firewall exceptions for Moldflow Insight WS

Remote host Remote TCP port Protocol Purpose
accounts.autodesk.com 443 HTTPS User and entitlement
information
api.autodesk.com 443 HTTPS File transfer
compute.autodesk.com 443 HTTPS Job scheduling

Table 2: Recommended firewall exceptions for Moldflow Insight WS

Remote host Remote TCP port Protocol Purpose

ftp.moldflow.com 20,21 FTP Product update checks
and downloads

NOTE: Some of these hosts use round-robin DNS with dynamic failover, so firewall rules
based on static IP addresses are not recommended.

ATTENTION: Passing HTTPS through a decrypting proxy is not supported, because Moldflow
Insight WS cannot distinguish it from a malicious man-in-the-middle attack outside your site
firewall.
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