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What's New In Buzzsaw

Following are the highlights of the new features in Buzzsaw 7.2. For more detailed information, refer to
the Buzzsaw online help and training manuals.

Enhanced Security Controls for Site Administrators (Buzzaw Professional and Buzzsaw
Standard):

Industry-standard configurable security controls include:

= Password Age: require password changes at defined intervals

= Strong Passwords: require special characters and unique passwords
= Automatically disable members after failed login attempts

= Define session time outs (hours, minutes)

=  Automatically disable inactive members

= [P Restrictions: limit how users can access Buzzsaw

Note! Many of these features require all site members to have the latest version of Buzzsaw installed.
Use the “Client Update Management” feature to require your site members to update their Buzzsaw client
software.

Client Upgrade Management
‘four Buzzsaw Professional client software is up to date.

our Current Version: 7.1,1781.15
Buzzsaw Minimum Required Yersion: 6.0,1128.8

Buzzsaw Most Recent Wersion Available:  7.1.1781.15
Your Site's Administrator Required 7.1.1762.13

Edit Site Minimurm Reguired “Yersion. ..

New Security Tab in Site Administration

General ] Members ] Groups 1 Companies 1 Attributes ] Permissions ] Ackivity Log | Stakiskics ]
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Password Age: Require password changes at defined intervals. You may choose to provide

“exemptions” to some site members.

General 1 Members i Groups ‘ Caompanies | Attr\hutas] Permissions 1 Activiky Lng] Statistics i Limits  Security

Password Age ¥ site Members must change their passwords svery 90 days
Password Requirements

Login Exemptions

Session Time Outs

Member Inactivity The Following members are exempt from changing their passwords

IF Restrictions

File Transfers Select...

Apply | Reset ‘ Help |

Password Requirements: Require special characters and unique passwords.

some or all of the “Strong Password” options.

General 1 Members i Groups ‘ Companics | Attr\butes] Permissions 1 Ackiviby Log] Statiskics i Limits ~ S&curity

Password Age Requirements

Password Requirements

Login ¥ Enable "Strong Passwords”  {learn more)

Session Time Outs

Merber Inactivicy Passwords musk:

Lﬂ;-?f;:;;g:s ¥ Contain at least one special character (Examples: @478

Passwords musk nok:
J¥ Contain any words Four characters long or greater found in a standard English dictionary

[¥ Cortain user name, first name, or last name of the member
Mew passwords must differ significantly from:  {learn more)
v thepast |10 passwords

W any password inthe past | & months

Enforcement

Mew password requirements will go into effect:
£ Immediately - Al members will be required to update their passwords the next time they log in

¥ Upon password creation - Members will be required to meet new password requirements the next time their
password expires, or whenever creating a new passward, but until then may continue logging in using
their existing passwards

Apply Reset Help
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Login: Determine if password assistance and “remember this password” options are available to site
members. Configure the number of failed login attempts allowed.

General } Members | Groups ‘ Companies | Attr\butas] Permissions } Activiky Log] Skatistics | Limits ~ Security ]

Password Age ¥ Enable automated password assistance (“password remindet”)
Password Requirements

Lagin . i

SEESiUH Time Cuts ¥ Disabls member after | 10 failed login attempts

Member Inactivity
1P Restrictions Automatically re-enable members:

File Transfers
" After :

{* Hever - Disabled members must be re-enabled by their Site Administrator

¥ Enable "Remember this Password"

Apply | Reset ‘ Help |

Session Time Outs: Automatically log out site members after a predetermined period of inactivity.

General 1 Members i Groups ‘ Companies | Attr\hutas] Permissions 1 Activity Lng] Skatiskics i Limits  Security ]

Password Age ¥ Access sessions should time out after the Following periods of inactivity:
Password Requirements

Login Software access (maximum 8 hours): (1 | howrs g = | minutes

Session Time COuts
Member Inactivity

1P Restrictions Web sccess: 30w | minutes
File Transfers

Mote: Sessions will not time out during active functions, such as:
- File Upload
- File Download
- Lengthy Administrative Functions
- Page rendeting

Apply Reset Help
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Member Inactivity: Automatically disable site access for inactive members. You may choose to

implement this setting for some or all site members.

General 1 Memhars] Groups 1 Cnmpanies] Attr\hutas] Permissions 1 Activity Lng] Skatiskics I Limits  Security ]

Password Age [ Members should become disabled after an  days of inactivicy
Password Requirements

Laogin

Session Time Quts oo

Member Inactivity The fallowing members are exempt from disablement due to inackivity,

1P Restrictions

File Transfers Select...

Apply | Reset ‘ Help
IP Restrictions: Limit how site members may access your project data.
General 1 Members] Groups 1 Cumpanies] Attnbutes] Permissions 1 Activity Lug] Skatiskics I Limits ~ SEcurity ]
Password Age ¥ Restrict or grant access ko members based upon their IP Address
Password Requirements
Login By default, allow access ko:
Session Time outs @l he foll ;
Member Inactivity all computers except the Following:
1P Restrictions ™ no computers except the Following:
File Transfers
IP address ] Add...
{* Single computer
™ Group of computers (Subnet mask)
" Group of computers (Range of 1P Addresses)
™ Group of computers (CIDR Notation)
1P Address:
| Cancel Help
Apply | Reset Help
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